
1. Your computer's hard drive:  
 

A/ Does this need to be backed up? 
The built-in local drive contains all the software and operating systems. You do not need 
to back them up, because they can be reinstalled via disks or the Internet.  
 
B/ Does it need to be protected? 
Yes, this is strongly recommended, using Next Generation Endpoint Protection 
(antivirus is no longer sufficient). 
 
Daily cyber attacks, including malicious viruses and ransomware pose a large threat on 
everyone today, even domestic users. It's not personal, hackers infiltrate the business 
sector and general public disguised in links, emails, posts, fake websites and even  
various software updates that you download. 
 

A single virus is usually not a problem but once it integrates with another, together they 
can cause massive disruption that impact your computer and business potentially  
bringing it to a complete stand still. If you’re unable to work, you will be losing time, 
money, seeking a solution and will feel incredibly anxious.  
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2. Your data/information – should this be backed up? 
 

YES – it is critical to have in place a reliable backup solution so when a file 
is accidentally lost or corrupted or the machine dies or is stolen, whatever 
the reason….you can get what you need back and quickly.  

When hit, report any incident to the Police Cyber Crime  
Department and you can reformat your computer and reinstall the 
software however this takes time and money and you don’t know 
about vulnerability to the other machines on your network, your 
data and business reputation. 
 
Do not leave it to chance. There are amazing services out there 
that will protect your machine and safeguard you. You want to be 
assured that if someone attempts to hack into your machine, steal 
your bank details, watch your keystrokes or hold your data to  
ransom – they will be blocked and you don’t have to worry. 
 
We recommend Depositit C360  

We all create 'data' however small or large. Be it a username & password or computer files such as documents, 
projects, presentations, emails, databases, spreadsheets, digital media, scans and more. 
 
Your data is your personal property and often a business asset that needs to be protected. 
 
Backing up the data provides a further layer of protection against cyber threats and is the only guaranteed way 
to ensure it’s available after any loss due to any reason. There are a number of options and different ways to 
backup data and it is worth studying these a little deeper. 
 
a/ First, recognize the data you generate and locate where this is currently stored (on your local drive, external 
drive, shared network folder, virtual / cloud drive such as Google Drive or Office 365, your business Server, etc.)  
b/ Examine the various backup solutions and set up a system that suits your needs, for example do you intend 
running manual or automatic backups? if you are working on daily reports or active databases, do you need to 
backup the new version without overwriting old copies? who is responsible for checking and tracking the  
success of the backups? How swiftly do you need to access any backup? 
c/ Where possible ensure all backed up files are encrypted. 
d/ Store a copy of your backed up files away from the machine (preferably off-site). 

http://www.depositit.com/
http://www.depositit.com/
https://www.deposit-it.com/cyber-security

